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Cyber-bullying and online safety framework 
Supported by ESBAS iSend and a Therapeutic Thinking approach  
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Introduction 

The intention of this guide is to create guidance to support schools in building a framework 

to support young people around the issues that cyber-bullying can present. It is hoped this 

will be useful for all settings from Early Years, Primary, Secondary and SEND.   

“Courage is fire, and bullying is smoke” Benjamin Disraeli 

Before we get started:  

o Practice should match policy and policy should match practice. Policy should aspire to 

encourage the next steps of development for the setting.  

o No method of managing antisocial behaviour, such as bullying should be ‘visible’ 

within school that is not evident within policy. No method of managing bullying should 

be ‘visible’ within policy that is not evident within school. 

o Policies should be individual to each school, as it should reflect the current practice 

that takes place. 

o A policy should create a ‘job description’ that clearly identifies what a member of staff 

must, must not and may do. Language and terms used should be unambiguous, and 

where key words are used, definitions should be provided.  

o A good policy should build staff confidence and it should include clear detail of what 

the expectations of them are. 

o It acts as a communication tool to provide clarity for all members of the school 

community.  

https://www.brainyquote.com/authors/benjamin-disraeli-quotes
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o A policy should formalise and define the school’s practice 

Statutory guidance and legislation 

Cyber- bullying can come into many other school documents, as the issue grows you may 

wish to create your own policy purely on this issue or develop this aspect of your 

antibullying policy.  

The Department for Education offers this legislation: 

Preventing and tackling bullying advice. 

Keeping children safe in education 2021. 

Searching screening and confiscation 

Prevent children from radicalisation.  

You should reflect on existing legislation, including but not limited to the Education Act 1996 

(with Amendments) , Education and Inspectors Act 2006 and the Equality Act 2010. In 2011 

Government produced Education Act 2011 which has given teachers stronger powers to 

tackle cyber-bullying by, if necessary, searching for and deleting inappropriate images or 

files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.   

Its also likely that whilst outlining what online education your school provides, that you will 

be guided by the National Curriculums Computing programme of study. 

Now to write the policy! Below are some suggested areas to include, however each school 

setting in unique and as should your policies be, therefore you may not wish to include all 

sections, or in any particular order.  

Vision and Values Statement  

This section needs to be brief and summarises what you aspire to achieve through the policy, 

incorporating the school vision and values. Its essential that you give a clear definition of cyber 

bullying.  

Consider: 

• Is the statement clear and concise? 

• Does it reflect the shared language of your school?  

Incident reporting and monitoring  

Whilst we know the majority of your community will use ICT effectively and without intent 

to harm others, statically we know that cyber bullying is on the increase, this section deals 

with how pupils log an incident and how school will support the process. 

Consider: 

• Who should the pupil approach?  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/623895/Preventing_and_tackling_bullying_advice.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/999348/Keeping_children_safe_in_education_2021.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/674416/Searching_screening_and_confiscation.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/439598/prevent-duty-departmental-advice-v6.pdf
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
https://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study
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• How will this member of staff monitor the process? 

• Is it jargon and acronym free and accessible for the wider school community?  

• Has this been shared with pupils? Does this section have a pupil voice element? 

• You may wish to add in a flow chart for consistency across your school setting.  

What staff will do 

This section should begin with your Governing body, headteacher, senior leadership team 

and then staff. It will clearly state what each member responsibility is around cyber bullying 

and any training opportunities. If you have a e-safe member of staff you can also explain 

who they are, what the purpose of the role is.   

 Consider: 

• Is it clear what each person’s responsibility and role is? 

• Have you adopted a therapeutic approach to language?  

• Does it adopt a preventative approach?  

 

Parental expectations  

This section should provide details on when and why school should contact parents/ carers 

(or vice versa), and how this contact should be made. Who in school should make the contact? 

Include information on how this communication is recorded and in what circumstance this 

should be followed up. You could also add a useful section for parents on what they should 

do if their child experiences online bullying outside of school.  

 Consider: 

• Who communicates what to whom (accountability)?  

• How do they communicate (phone, email or letter)? 

• Who records what and where? 

E-safety and education (preventing and addressing cyber bullying) 

This section should clearly state curriculum opportunities for your pupils, what will you 

cover, when will this be achieved and at what point in the school year you expect this to be 

achieve. It can often be useful to break this down into year groups for your setting, for 

example a KS1 primary pupils online awareness will be far less detailed that a KS4 pupils. 

You may also wish to refer to your school policy on the use of devices in school. 

Consider: 

• Is this section clear and concise?   

• Beyond the curriculum what e-safety opportunities are there? 

• Have you address all learners in your setting?  
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Online streaming 

Schools have recently had to provide an online learning platform for pupils to home school. 

You also might have software to communicate with parents/ carers or online portals to 

share homework and resources in your setting. In this section you can remind your 

community how to use the technology bespoke to your community in a safe and concise 

manner and how school will respond to any incidents of bullying when using these 

resources.  

Consider: 

• Any acronyms or jargon are broken down. 

• Preventative safety features are highlighted. 

• Consequences to a misuse of software are addressed and clear to all readers. 

Resources 

East Sussex County councils Czone is a great place to look for resources around cyber 

bullying, click the link if you think this could be useful. This link will give you assessment 

tools.  

Childnet. International gives you a host of both online lessons, resources, support, advice 

and guidance.  

For educating your community on reporting incidents on online abuse CEOP is the place to 

go to report cases. The website is user friendly for all age groups and also includes links to 

resources for different ages; the videos CEOP have produced can make powerful age 

appropriate assemblies for your whole school community. There are also links for 

professionals. 

Bullying UK is another resource, particularly useful for parents. The NSPCC is a charity that 

has specialised support for online bullying, as does Unicef  

Plan and Prevent  

Whether you are reviewing your current framework or starting from scratch, Therapeutic 

Thinking uses a ‘plan and prevent’ perspective.  Therefore, you may find the check list below 

useful to reflect on best practise for your setting.  

Overview 

Question Your answer  - yes or no 

Do you have an Online Safety Group?  

Who has responsibility for online safety within your school?  

Are the school’s governors involved with school’s online safety 
policies and provision? 

 

https://czone.eastsussex.gov.uk/safeguarding/safeguarding-in-schools-colleges-and-early-years-settings/online-safety-for-schools-and-colleges/online-safety-policies-and-self-assessment-tools/
https://www.childnet.com/resources/cyberbullying-guidance-for-schools
https://www.ceop.police.uk/Safety-Centre/
https://www.bullying.co.uk/cyberbullying/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and-cyberbullying/
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
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When was the last time your online safety policy was 
reviewed? 

 

Was the policy created with consultations from staff, students, 
parent/ carers and the wider community? 

 

 

Is online safety referenced and linked in other school policies: 

Question Your answer - yes or no 

Behaviour  

Anti-bullying  

Child protection or safeguarding  

Prevent Action Plan  

 

Do you feel confident in the following areas? 

Question Your answer - yes or no 

Users understand their responsibilities to report online safety 
incidents. 

 

There is one or more clear reporting route for incidents  

Users are confident that they can approach responsible 
persons if they have worries about actual, potential, or 
perceived online safety incidents. 

 

Reports are logged and regularly audited and monitored within 
your community 

 

There are clear escalation processes for the handling of 
incidents. 

 

 

Infrastructure 

Question Your answer - yes or no 

All users have appropriate individual password-secured access 
to school systems  

 

Secure authentication is in place for staff users accessing 
sensitive or vulnerable data  

 

Users can recover / reset passwords   

Internet access is filtered for all users and regularly updated.   
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Illegal content (e.g. child sexual abuse; extreme pornography 
or criminally racist or terrorist content) is filtered by actively 
employing illegal content lists (e.g. IWF CAIC list).  

 

Antivirus & malware prevention is applied and regularly 
updated across school systems.  

 

System backups are regularly made   

Network access requires user identification for all users.   

Devices and network equipment are physically secured and 
managed.  

 

The school has a comprehensive set of Data Protection 
Policies.  

 

 

Education: 

Question Your answer - yes or no 

A planned online safety education programme takes place.   

Pupils / students are aware of online safety issues and can 
recount how to stay safe online  

 

Pupils / students are taught in some lessons to be critically 
aware of the content they access on-line  

 

There is evidence that functional skills to operate online in a 
safe and appropriate way are taught.  

 

There is a planned programme of staff online safety training 
that is regularly revisited and updated.  

 

There is evidence that key members of staff (e.g. Online Safety 
Officer, Child Protection Officer, Data Officer) have received 
more specific training beyond general awareness raising.  

 

Opportunities for Governor online safety education are being 
explored.  

 

The school provides some opportunities for parents to receive 
information or education about online safety.  

 

The school has run events / meetings for parents and carers 
and has referenced online safety issues in communications 
(e.g. newsletter, website, social media).  

 

Parents are aware of and have acknowledged the Pupil / 
Student Acceptable Use Agreement, where appropriate.  

 

 

Monitoring and Reporting on Online Safety Incidents 

Question Your answer - yes or no 

Monitoring of online safety incidents takes place and records 
are kept 

 

Where monitoring identifies safeguarding issues, interventions 
are appropriate and effective.  
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The records are reviewed / audited and reported to the 
school’s senior leaders and escalated to external agencies 
where appropriate.  

 

Parents are informed of online safety incidents, as relevant.   

There are clear links to escalation procedures  

 

Further support 

Should you need any further support with your policy, please consult your ESBAS link 

adviser on this issue.  
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