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Background  

The issues highlighted in our bulletins have come from our interaction with schools, either 
through school audits or where we have been contacted to provide advice. They are produced 
jointly by the Orbis Internal Audit partnership incorporating Surrey County Council, East Sussex 
County Council and Brighton and Hove City Council.  

Objective 

The objective of these bulletins is designed to assist School Governors in meeting their core 
strategic functions as set out in the Governance Handbook published by the Department for 
Education. 

• Ensuring clarity of vision, ethos and strategic direction; 

• Holding executive leaders to account for the educational performance of the organisation 
and its pupils, and the performance management of staff; and 

• Overseeing the financial performance of the organisation and making sure its money is 
well spent. 

 
Whilst we will generally focus on the last of these strategic functions, advice and guidance will 
also cover the other two strategic functions. The Governance Handbook states that asking the 
right questions is equally important in relation to money as it is to educational performance. 

 

COVID 19 

Many staff have been working from home which may mean it is more difficult to maintain 

segregation of duties and get appropriate authorisation for transactions. This is the perfect 

environment for fraudsters to operate so please be vigilant. Staff may feel isolated and be 

pressured into making decisions they wouldn’t normally make. Any changes to processes during 

this time should be documented and designed to minimise risk of fraud and financial loss. 

Evidence of authorisation by email rather than a wet signature is acceptable under current 

circumstances but the email must be retained and filed with other supporting documents for 

the transaction. The school must also protect any personal or sensitive information and bear 

this in mind when considering using personal laptops or emails.  

Encourage and implement enhanced checking of invoices and other requests for payment to 

ensure they are legitimate, and any communication is from the person or organisation it is 

claimed to be from. We have seen examples of spoofed emails purporting to be from suppliers 

or staff (particularly head teachers) that are very convincing. The fraudster may increase 

pressure on staff by claiming that payment is needed urgently. 

https://www.gov.uk/government/publications/governance-handbook
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Remind staff to be very careful regarding new or urgent requests and changes to payment 

details. Staff should contact suppliers and staff by telephone using contact details on the 

school’s directory and used previously to confirm that requests are legitimate. If they are unable 

to independently verify that the request is legitimate, bank detail changes should not be made, 

and payment should be suspended. 

If your school receives suspected fraudulent requests or becomes a victim of fraud, please 
report this to Internal Audit. 
 

Brighton & Hove City Council  01273 291700,  anti-fraud@brighton-hove.gov.uk  
East Sussex County Council  01273 481995,  confidentialreporting@eastsussex.gov.uk  

Surrey County Council  03456 009009,  internal.audit@surreycc.gov.uk  

What is Cloud Computing? 

Cloud computing is the on-demand availability of computer system resources, often data storage 
or the on-demand use of systems. The use of cloud computing is becoming more common as they 
offer the flexible use of resources and economies of scale, which offer a financial incentive for 
organisations (including schools) as you’re only paying for the services you use. 
 
We are aware that this is something your school may already be using or may be considering in 
the future. 
 
Cloud services can be broadly divided into three categories: 

• Infrastructure-as-a-service (IaaS) – e.g. a virtual network; 

• Platform-as-a-service (PaaS) – e.g. virtual environments for developing/testing software 
applications; and 

• Software-as-a-service (SaaS) – e.g. access to software via a web browser. 
 
A cloud-based service has three distinct characteristics that differentiate it from traditional web 
hosting; it is sold on demand, it is elastic (a user can have as much or as little of a service as they 
want at any given time) and the service is fully managed by the provider. 
 

Benefits 

Cost – cloud computing can eliminate the capital expense of buying hardware and software, as 
well as the cost of maintaining these. 
 
Speed – most cloud computing services are provided as self service and on demand, so computing 
resources can be provisioned in minutes, typically in just a few mouse clicks. 
 
Productivity – on-site servers typically require a lot of hardware setup, software patching and 
other time-consuming IT management chores. Cloud computing removes the need for these 
tasks. 
 
Performance – the biggest cloud computing services run on a worldwide network of data centres, 
which are regularly upgraded to the latest generation of fast and efficient computing hardware. 
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Reliability – cloud computing can make data backup, disaster recovery and business continuity 
easier and less expensive because data can be mirrored on the cloud provider’s network. 
 
Security – many cloud providers offer a broad set of policies, technologies and controls that 
strengthen your security overall, helping to protect your data from potential threats. 

Risks 

Governors should be aware of potential risks and how they can be minimised. Some key risks 
that governors should be aware of in relation to cloud computing are: 
 

• Due to the dynamic nature of cloud computing, school data may not be held in line with 
appropriate data protection legislation, exposing the school to breaches in legislation 
and damage to its reputation. 

• When a contract with a cloud computing software provider ends, it can be difficult to 
recover the school’s data from the provider. Contracts often require requests to be 
made within short timescales following its expiration and additional costs are often 
associated. 

• Cloud-based data back-up solutions are relatively cheap to use when uploading data. 
However, costs can be significantly higher if the school need to download the data from 
the cloud following a disaster recovery incident or if wishing to change the hosting 
arrangements.  

• Placing too much reliance on cloud computing could have a negative impact on school 
business. Issues with the providers network or a lack of Internet connectivity within the 
school could prevent access to the cloud-based systems and the school’s data. 

 

Questions for Governors? 

Governors have a duty to be aware of potential risks and how they can be minimised. A lack of 
strategic approach to cloud computing and appropriate risk management of potential cloud 
solutions could put the school’s data at risk. 
 
You may want to ask the following questions: 
 

• Does the school have an agreed approach to cloud computing to ensure cloud-based 
systems are fit for purpose, cost effective and secure? 

 

• Do governors and staff know what cloud computing systems are in place and being used 
by the school? 

 

• For the cloud-based systems in use, do governors and staff know the geographical 
location of where the school’s data is being stored? 

 

• Is the data being stored in line with all relevant data protection legislation (Data 
Protection Act 2018 and General Data Protection Regulation)? 
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• What is the classification of the data held on the cloud-based system (e.g. personal, 
sensitive, confidential, etc.)? Are governors comfortable with the use of the cloud-based 
system based on the classification of the data? 

 

• Are all costs associated with the cloud computing service (e.g. exit costs, download costs, 
etc.) known by the school? If the service is subscription based, have they made sure that 
the service isn’t subject to auto-renewal? 

 

Key Contacts  
 

Cloud Computing Controls 
Mark Winton, Audit Manager (ICT Audit), Orbis Internal Audit & Counter Fraud  
 07740 517282  mark.winton@eastsussex.gov.uk  

Paul Fielding, Principal Auditor (ICT Audit), Orbis Internal Audit & Counter Fraud 
 07701 394844  paul.fielding@eastsussex.gov.uk  

 
General School Audit Enquiries 
David John, Audit Manager, Orbis Internal Audit & Counter Fraud 
 07768 235586  david.john@surreycc.gov.uk  

Carolyn Sheehan, Principal Auditor, Orbis Internal Audit & Counter Fraud 
 07795 335692  carolyn.a.sheehan@brighton-hove.gov.uk                  
                                             carolyn.sheehan@eastsussex.gov.uk 
 

 


