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We are very proud to have had our SIMS
accreditation confirmed for a further two
years at the Bursar’s Conference in February.
We all would like to extend our thanks to all
of the schools that completed the
questionnaire. Over 70% of all schools responded, which we are told
is one of the highest returns that Capita have ever received. Capita tell
us from the comments that Training, Onsite Visits, Remote Access and
Communications were particularly highly valued and the friendliness,
professionalism and competence of the team members was frequently
mentioned. For that we humbly thank you all.
It means a great deal to all members of our team to know that our
service is valued and we are proud to have received such positive
feedback from you. It is important for us that our service is recognised
and we also believe that our continued accreditation is of value to our
supported schools. This is both in terms of knowing that we are
providing you with the level of support that we like to be able to offer,
and also our accreditation allows us to
continue to get the best possible pricing
from Capita which we are happy to pass on
to you.

Ransomware Prevention
Over the last couple of months Schools ICT have been developing ways
to combat the risk of Ransomware attacks across East Sussex.
Ransomware is class of virus that infects client machines by encrypting
all personal data on that system. The virus generally is deployed via a
bogus Office document, e.g. an invoice saying you owe a company
money or a spreadsheet containing budget information. Once a
machine is encrypted it leaves a file on how to contact the criminals to
pay them to release encryption key to retrieve your data. Needless to
say, the paying of the ransom is not recommended at all as these are
criminals and you have no way of guaranteeing the release of your data
and it may be extremely expensive.
Over the last year these attacks have become more sophisticated and
they now attack attached network drives and any open shares on
servers. With the increased function of encrypting network folders
Schools ICT have developed a way of blocking the process of encryption
on the file server.
By utilising Microsoft’s inbuilt ‘File Server Resource Manager – File
Screens’ we have blocked access to a large list of file extensions that
Ransomware uses. By placing this on servers it detects any of the black
listed file extensions and stops them being changed. This is then
recorded on the server event logs and can be configured to alert
administrators.
The list of encrypted extensions used by Ransomware is constantly
expanding so therefore the list on the server needs to be regularly
updated.
Schools ICT have rolled this feature out to all our Premier customers’
servers and are actively monitoring for any occurrences of files being
tampered with. We update the list every couple of months to keep up
with the new file extensions used by the criminals.
It is also important that you also have a good set of backups as a
precaution so in the worst case scenario, data can be restore from the
previous backup.
If you would like any more information on how File Screens work/are
used/configured or would like information on our Remote Backup
Service (RBUSS), please contact Schools ICT Services.
Schools ICT are also able to offer a plugin for the current antivirus
product, Sophos that helps detect and prevent Ransomware. If you
would like more information on this product please contact Schools ICT
Service.

Schools ICT Project Updates
On Line Safety Monitoring
New DfE guidance “Keeping Children Safe in Education” that came
into effect from 5th September 2016 states:
“Governing bodies and proprietors should be doing all
that they reasonably can to limit children’s exposure to
the above risks from the school or colleges IT system. As
part of this process governing bodies and proprietors
should ensure their school has appropriate filters and
monitoring systems in place”
The ESEN (IT50 or IT60) service already helps schools with
appropriate filtering, this new Orbis Schools ICT Online Safety
Monitoring tool can assist in your school meeting the new
requirements around monitoring systems.
How does IT30 On Line Safety Monitoring work?
Our Online Safety Service is based upon the ‘Future Digital’
software tool. The software is installed on all Windows and Mac
OS computers in the school and monitors and captures all
potentially harmful digital content, activity or behaviour and
alerts your designated safeguarding lead appropriately.
This package includes individual pricing for Future Digital
monitoring software, training from our trained staff along with
access to documentation and webinars.
How are alerts managed?
The School are provided access to the Future Digital solution
which allows your designated safeguarding lead to monitor the
use of computers across the school and to report on any incidents.
What does our school have to do?
Please contact the Schools ICT Service Desk for more information.
Primary per annum
£712.50 base price plus
£1.92 per pupil

Secondary per annum
£925 base price plus
£1.92 per pupil

Schools ICT Project Updates
On Line Safety Monitoring Plus
How does IT31 On Line Safety Plus work?
Our Online Safety Monitoring Plus service is based upon the
‘Future Digital’ software tool. The software is installed on all
Windows and Mac OS computers in the school and monitors and
captures all potentially harmful digital content, activity or
behaviour and alerts your designated safeguarding lead
appropriately.
The Monitoring Plus service is a reduced combined price for
Future Digital monitoring software, training from our trained
staff, documentation and webinars with additional Remote
Monitoring of your Future Digital software by Link2ICT. This can
assist schools by providing an additional layer of support to your
school in monitoring the online safety of your staff and students.
How are alerts managed?
The School are provided access to the Future Digital solution
which allows your designated safeguarding lead to monitor the
use of computers across the school and to report on any incidents.
In addition Link2ICT will provide a daily monitoring of the service,
including immediate escalation of alerts to your designated
safeguarding lead; the school will also receive weekly and
monthly reports on key areas for the school to check.
What does our school have to do?
Please contact the Schools ICT Service Desk for more information.
Primary per annum
£1722.50 base price plus
£4.09 per pupil

Secondary per annum
£2945 base price plus
£4.36 per pupil

As part of East Sussex Education Network schools can make use of
Smoothwall’s Online Safety Resources which are provided by
Smoothwall, NSPCC, Child International, CEOP, PSHE Association
and Department for Education:

https://uk.smoothwall.com/online-safety-zone/

The General Data Protection
Regulation (GDPR)
The GDPR will become law in the UK
on 25 May 2018, regardless of the
UK’s decision to leave the EU, and
will replace the current Data
Protection Act. There will be
significant changes which will
impact on data handling and
information management in schools. This means there will be
increased obligations on all data controllers (organisations who
process personal data), including schools, and significantly higher
penalties for non-compliance and data breaches.
Some of the key areas requiring policy reviews and updated
procedures include: consent, privacy notices, subject access
requests, privacy impact assessments and data breach notification

The Children’s Services Information Governance team will be
providing an overview of the new legislation with
recommendations for how to prepare and actions which schools
should be taking now.
Date: 28 June 2017 - 09:30 to 12:30
Venue: Wellshurst Golf Club, North St, Hailsham, BN27 4EE
For more information please refer to the Virtual Schoolbag or
contact
the
Information
Governance
team
at
CS.DPA@eastsussex.gov.uk
Information can be found on the Information Commissioners
Office
https://ico.org.uk/for-organisations/data-protectionreform/overview-of-the-gdpr/

SIMS
Updates

SIMS Interventions
A complete picture of all your interventions
SIMS Interventions is a new module within the SIMS core suite that
allows schools to track all of the extra resources that you put in place
to support progress monitoring and improve student outcomes. It
allows schools to see all of their interventions data in one place,
covering a wide range of areas, such as SEN, pupil premium,
academic interventions and pastoral support.
SIMS Interventions uses the power of SIMS to track under
performing students, allocate additional support and resources to
those students, and track how those resources affect KPIs. You can
also see how much those resources cost, so that outcomes can be
tracked against this. It brings all of the information already in SIMS
together, in one place to provide a holistic view of all interventions
for a school. All the data you need in order to work out which
students need an intervention is already held in SIMS, so there’s no
need to go anywhere else, helping you to drive efficiency in your
school.
Because it’s within SIMS Core Suite, you will have all the power of
SIMS at your fingertips, giving schools a wealth of contextual data,
as well as analytical power to understand exactly how your
interventions are helping your students.

Plan and run your interventions
SIMS Interventions allows you to plan and run an intervention, as
well as report on them, helping to support your safeguarding policy.
‘Plan intervention’ allows you to enter general intervention
information once and use it many times - you can also group
interventions together. Each intervention contains the name of the
intervention, subject area, start and end dates, and expected
outcomes. You’ll have the ability to record each pupil’s start points
and record targets. Progress is measured as having exceeded,
achieved, partly achieved or not achieved the target. You can
allocate staff and pupils to each intervention. We will be providing a
range of pre-built reports in order for you to prove the effectiveness
of your interventions and you’ll also be able to build your own
custom reports if you wish.

Another key benefit is that you can also pull through all of your
information on the effectiveness of your interventions in SIMS
Discover. This means you can present the information you have
in a clear graphical format, helping you to easily spot trends in
your data and provide evidence to inspectors and governors. The
screenshot below show the interventions information on
student outcomes pulled through to SIMS Discover.

Schools ICT are running half day courses at St Mary’s House
Eastbourne for staff with responsibility for allocating support
and resources to improve student outcomes.

Training Offer of the Month July 2017 - SIMS SEN User
Dates:

Friday 7th July 2017

Venue: Training Centre, 1st Floor, St Mary’s House,
Eastbourne, BN21 3UU
Fee:

£100 or 2 SIMS credits (Half Price)

Time:

9.30am to 4.30pm

Course Overview
This course enables you to familiarise yourself with the
functionality of SEN within SIMS to use it effectively and
efficiently within school and reflect the SEN Code of Practise.
Course Objectives
By the end of the course delegates will have a clear
understanding of:
● How to configure , set up and run the SEN module
● Modify look up tables to reflect provisions
● Add linked adults, agents and agencies into SIMS
● Manage students with Statements and Education,
Health and Care Plans in SIMS
● Manage and record details of reviews, events and
provisions
● Produce SEN related reports
● Attach relevant documentation and evidence
● Allocate and manage provisions, including costs
Who’s it for?
This course is suitable for the school SENCO, Inclusion
Manager or SEN Administrator and assumes no previous
knowledge of the SEN and Provision Management modules.

Schools ICT Training
Upcoming Training Courses
Full course details are on CZone
06/07/2017 School Staff Using Social Media - how to 'stay safe’ (half day)
07/07/2017 SIMS SEN User (full day) Offer of the Month
11/07/2017 SIMS Office User Top Tips & Techniques (extended half day)
12/07/2017 SIMS Preparing for a New School Year Primary on Live Data (extended half day)
14/07/2017 SIMS Preparing for a New School Year Primary on Live Data (extended half day)
24/07/2017 SIMS Preparing for a New School Year Primary on Live Data (extended half day)

New School Year 2017/18
13/09/2017 Interventions (half day )
18/09/2017 SIMS Office User (full day)
20/09/2017 SIMS Personnel User (full day)
21/09/2017 SIMS Attendance (full day)
22/09/2017 Blogging in the Primary Classroom (full day)
25/09/2017 SIMS Standard Reporting (full day)
26/09/2017 SIMS School Census new users (half day)
27/09/2017 SIMS School Census Refresher (half day)
29/09/2017 SIMS Course Manager and Post 16 Learning Aims (full day)
02/10/2017 SAM Own Admissions (half day)
02/10/2017 SAM Non Own Admissions (half day)
04/10/2017 SIMS Management of Behaviour and Achievement (full day)
06/10/2017 Understanding Computer Networks for Key Stage 2 (half day am)
09/10/2017 SIMS Office User Top Tips and Techniques (full day)
11/10/2017 SIMS Personnel and Links to FMS (full day)
13/10/2017 SIMS Maintaining the Timetable (full day)
16/10/2017 SIMS School Workforce Census Refresher on Live Data (half day)
17/10/2017 SIMS Demo Day 1
19/10/2017 SIMS School Workforce Census New Users on Live Data (half day)
19/10/2017 SIMS School Workforce Census Refresher on Live Data (half day)
31/10/2017 Reporting on Behaviour and Achievement (full day)
01/11/2017 Early Years Tracking and SIMS (full day)
03/11/2017 Teaching computing using 'unplugged' activities (half day am)
06/11/2017 SIMS Extended Reporting (full day)
08/11/2017 SIMS SEN User (full day)
09/11/2017 Premier Drop In Session: SIMS Reporting (full day)
10/11/2017 SIMS Reporting in Attendance (full day)
13/11/2017 Domestic Exams (half day am)
14/11/2017 SIMS Interventions (half day)
15/11/2017 Technical Essentials: SIMS Technology for Technicians (full day)
17/11/2017 Cover in SIMS (half day)
20/11/2017 Interesting ideas for using iPads in the classroom (half day am)
22/11/2017 Academic Management in SIMS (full day)
23/11/2017 SIMS Attendance (full day)
27/11/2017 Assessment at Key Stage 4 and SIMS (full day)
29/11/2017 SIMS Curriculum Management Student Options (full day)
30/11/2017 Advanced Reporting with Excel Analysis: Pastoral (full day)
01/12/2017 SIMS Mail merge labels, letters and certificates (half day)
04/12/2017 Using Google Apps and other collaborative tools in the classroom
05/12/2017 SIMS Demo Day 2 (full day)
08/12/2017 SIMS Reporting from Attendance (half day)
08/12/2017 SIMS Reporting from Personnel (half day)

Capita SIMS Updates
Did you know how to set up and run interventions in
our new SIMS Interventions module? Tony Lockwood,
Senior Product Manager, shows you how to see an
overview of all your interventions, add details to each
intervention and edit student information. Watch our
video.

http://www.capita-sims.co.uk/resources/top-tips/list
http://www.capita-sims.co.uk/resources/blog/list
http://www.capita-sims.co.uk/resources/infographics/list

Extracurricular cyber clubs to
inspire and identify tomorrow’s
cyber security professionals
The Cyber Schools Programme aims to
support and encourage school children
to develop some of the key skills they
would need to work in the growing
cyber security sector and help defend
the nation’s businesses against online
threats.
Up to £20m is available to deliver an extracurricular school
programme which will see an army of expert external
instructors teaching, testing and training teenagers selected
for the programme, with a comprehensive cyber curriculum
expected to mix classroom and online teaching with realworld challenges and hands-on work experience.
The Cyber Schools Programme, led by the Department for
Culture, Media and Sport (DCMS), is aimed at those aged
between 14 and 18, with a target for at least 5,700 teenagers
to be trained by 2021.
This programme is for students with the
aptitude and enthusiasm for the subject. It aims
to appeal to children from all backgrounds,
including those currently underrepresented in
cyber security jobs.
Cyber security is an exciting industry with strong job
prospects. Recent figures from the Tech Partnership show
there are already 58,000 cyber security specialists in a
growing sector worth £22bn a year to the economy. This is
part of the Government’s commitment to prepare Britain for
the challenges it faces now and in the future.
Minister of State for Digital and Culture Matt Hancock said:
“This forward-thinking programme will see thousands of the

students can join at any point providing they meet the right
criteria. The provider will have the flexibility to decide the
most appropriate way to deliver the programme, and the
pilot, to begin in September 2017, will be monitored and
reviewed after the first year.”
The programme is all part of the Government’s National
Cyber Security Programme to find, finesse and fast-track
tomorrow’s online security experts.
It includes the recently announced CyberFirst bursary funding
scheme, which offers grants of up to £4,000 for up to 1,000
students by 2020 to study a relevant degree, do a placement
or attend a summer school and, depending on meeting
requirements, the chance to work in national security on
graduation.
There are 2,500 free places on CyberFirst in 2017 and an
additional CyberFirst Girls Competition, where teams of 13to-15-year-old young women can pit their wits against one
another to crack a series of online puzzles.
DCMS is also supporting leading employers in critical energy
and transport infrastructure to train and recruit up to 50
highly skilled apprentices aged 16 and over to help defend
essential services against cyber attacks. The Cyber Security
Apprenticeships for Critical Sectors Scheme is open now for
applications for those with a natural flair for problem solving
and who are passionate about technology.
A Cyber Retraining Academy, launched in January, is also
helping more than 50 high-aptitude people fast-track into the
cyber security industry with a ten-week intensive training
course.
Full details:
https://www.gov.uk/government/news/extracurricularcyber-clubs-to-inspire-and-identify-tomorrows-cybersecurity-professionals
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●

ICT For Education Conference - 1st December

Please contact us if you wish to comment on any of the
items within this newsletter, would like us to look into a
particular topic or if you would like to share ‘best
practice’ with other schools.

01273 482519
schoolsict@eastsussex.gov.uk
czone@eastsussex.gov.uk
czone.eastsussex.gov.uk/ict
@esccschoolsict

